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STANDARD OPERATING PROCEDURE (SOP) ON CITIZEN FINANCIAL      CYBER FRAUD REPORTING AND 
MANAGEMENT SYSTEM (CFCFRMS) 
 
 
The citizen Financial Cyber Fraud Reporting and Management System (CFCFRMS) has been developed by 
the Indian Cyber Crime Co-ordination Centre and is operated by the respective State/UT which brings 
together Law Enforcement Agencies of States/UTs, Banks and Financial intermediaries on a single platform 
to take immediate action on the complaints regarding financial cyber frauds received through the helpline 
number 1930 by the respective State/UT Police officials. Complaints are lodged and handled by the 
respective state law enforcement agencies. Our Bank has already onboarded on the CFCFRMS portal. 
The complaints in the portal are received from various agencies and from various states and union territories.  
 
The working of CFCFRMS is explained below: 
 

1. Victims of cyber fraud call on helpline number 1930, which is manned and operated by the 
concerned State Police. 

2. The Police operator notes down the fraudulent transaction details and basic personal information 
of the caller and submits them in the form of a ticket on the CFCFRMS. 

3. The ticket gets escalated to the concerned banks, Wallets and Merchants and so on. Depending on 
whether they are the victim’s banks or the bank/wallet in which the defrauded money has gone.  

4. An SMS is also sent to the victims with an acknowledgement number of the complaint with 
direction to submit complete details of the fraud on the nation cybercrime reporting portal 
(https://cybercrime.gov.in) using the acknowledgement number.  

5. The concerned Bank which can now see the ticket on its dashboard on the Reporting Portal, check 
the details in its internal system. 

6. If the defaulted money is still available, the Banks put it on hold i.e the fraudster cannot withdraw 
the money. If the defrauded money has move out to other bank, the ticket gets escalated to the 
next Bank to which the money has moved out. This process is repeated until the money is saved 
from reaching into the hands of the fraudsters. 

7. Primary aim of this portal is to save the hard-earned money of depositor from the fraudsters. 
 
The portal is reporting site, and it is 24X7. As such the complaints/alerts are reported from all states and 
union territories 24X7X365. Member banks need to deploy personnel round the clock for monitoring and 
taking action on the alerts received in the portal.  
 
Presently the portal is handled by the Staffs at the card department and IT department.  Senior Manager, 
Audit Department is also one of the officials who is also involved in day-to-day activities. 
 
Following actions were taken by the Bank on these alerts. 
 
In case of disputed money is available in the account     - Account is lien marked for the amount. 
In case of disputed amount is moved out of Bank- Account is debit freeze. 
In case of money is moved out the bank. - Details of another banker is given. 
In case of alert is wrongly received- It assigned back to the sender. 
In case wrong information is received- It is reverted to the sender. 
 

https://cybercrime.gov.in/
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Onboarding on the CFCFRMS portal is mandatory for the all the banks and Fis. As such any alerts received 
needs to be attended immediately. The account is freeze/lien marked as per the alerts received in the portal. 
Bank is no position or authorised to reject any alert or take no action.   
 
The officials at IT Department put the debit freeze or lien mark the account as per the instruction received 
in the CFCFRMS portal with a intimation to the respective branch by sending the screen shot of alert 
received.  
 
Branch on receiving the communication, inform the customer about account being freeze/lien marked   as 
per CFCFRMS alerts.  
 
On freeze/lien mark of the account, SMS is sent to the registered mobile number of the customer with the 
details. 
 
As the freeze/lien marking of account is mandatory, there is no liability on the part of bank for any 
dispute/claim by the customer. Customers may be informed for approaching nearest cyber police/police 
authority for removal of debit freeze/lien marking.  
 
Any instruction received from the cyber police/police authority for release of debit freeze/lien mark is subject 
to confirmation from the cyber police/police authorities who have instructed to freeze/lien mark the account 
in the CFCFRMS portal. Any such action of removal of freeze/lien mark of the account is to be approved by 
the Department Head. 
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